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FIELD OF THE INVENTION 
5 This invention generally relates to the field of communication, and more 

specifically to the licensing and protection of electronic content files. 

BACKGROUND OF THE INVENTION 

The proliferation of the World Wide Web through the Litemet has made a 
10 wealth of content available to a user with nearly instantaneous access time. Much of the 
content available is in multimedia (i.e., audio and/or video) format, including music, 
video and news reports. The user can request specific content and retrieve the content on 
any computer and/or processor-enabled device anywhere there is a connection to the 
Internet. Users may purchase the content over the Ihtemet using subscription 
15 management systems which control and track the content being delivered. Alternatively, 
users can also purchase content, with controls being placed on the purchased content. 

Conventional subscription management methods allow users to rent digital 
content as part of a recurring subscription fee. The subscription method allows a user to 
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pay a set fee and access (e.g., download or stream) a predefined amount of content for 
that fee over a set period of time. The fee is charged regardless of whether the user 
downloads no content or if the user downloads the maximum amount of content allowed 
during that period. There are different levels of subscription fees that are related to the 
amount of content allowed to be downloaded or streamed in a given period of time, 
usually a month. The pay-as-you-go system requires the user to pay for the content he 
actually downloads or streams. There is no subscription fee that needs to be renewed 
after a period of time. In the pay-as-you-go system, the user can browse for content and 
download that content at any time and download as much content as the user is willing to 
pay for. 

The conventional subscription services use a basic system configuration. 
In this system the provider can have a Content Server where all the content is stored for 
access by a user. This system can also include a means to monitor a user's account and 
control access to the content. Both the monitoring and control means and the Content 
Server can either be in communication with each other or can be part of the same system. 

In the case of purchased content, controls may be placed on the use of the 
content. These controls may take the form of limits on how many times the content may 
be used and which machine and/or playback devices the content may be used with. 
These types of controls for purchased content are essentially permanent in the sense that 
the seller no longer has any connection to the content after the purchase. Thus, the 
controls may not be changed or modified after the purchase. 

Regardless of how the user pays for access to content, the above systems 
generally suffer fi-om the same disadvantage. This disadvantage is the lack of continued 
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control over the content once it is downloaded. The two types of conventional 
subscription management systems described above make checks on the user's status in 
regard to the amoimt of content downloaded, but once the content is removed from the 
provider's server and saved to the user's computer, the provider loses all control over the 
content. Thus, the user can make numerous copies of the content and have the content on 
numerous computers. The fact that a user might make numerous unauthorized copies 
from the one copy paid for is of great concern for the protection of the content author's 
and the content owner's rights and must be taken into account when fees are being set. 
Every copy a user makes is a lost sale of the content, and thus lost revenue. The revenues 
must be recouped and the typical way to recoup them is to increase the price of the 
content. The fact that a copy of digital content is the same quality as the original content 
removes a barrier to copying because there is no reduction in quality from repetitive 
copying. Thus, losing control of the content once the user gains control of the content 
file reduces profitability and can lead to numerous other problems, such as copyright 
infringement and the like. 

In the case of subscription purchase of content, there is an essential need 
for a method and apparatus that is capable of tracking and disabling the content 
downloaded on to a user's computer once a user terminates the subscription. That is 
because in the subscription model, the user is renting the content, and has not purchased 
ownership rights. The present invention satisfies the need for disabling the content of a 
terminating subscriber, while continually renewing the content rights for users whose 
account remains in good standing, without a burdensome and unfriendly user experience. 
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such as forcing the user to manually select content for renewal in each new subscription 
period. 

There is a need for a method and apparatus that is capable of tracking and 
protecting content once it is downloaded on to a user's computer. Control of the content 

5 once it is on the user's computer can reduce the risk that vmauthorized copies can be 
created. This control can allow for greater sales of the content as the number of 
unauthorized copies is diminished. The increase in sales can lower the amount needed to 
be charged for the content to recoup the initial investment and make a profit, thus lower 
prices can be passed on to the consumers. The present invention saJtisfies the need for 

10 control over the content and other needs. 

SUMMARY OF THE INVENTION 

The present invention relates to a method and apparatus for dynamically 
and transparently renewing the licenses associated with downloaded content. Licensing 

15 associated with content can allow the provider to retain control over the content after it 
has been downloaded on to the user's computer. This protects the content fi'om being 
copied, and enables a 'subscription model' for the continued use of the content wherein 
access to the content on the user's computer can be restricted if the user's account is not 
in good standing. This is opposed to no protection or permanent protection. 

20 The invention can include a provider's system and a user's computer. The 

provider's system can include a Web Server, a Subscription Management System, a 
Licensing Server and a Content Server. The user's computer can include a Client, a 
Content Player, Internet Browser, and a License Storage location. In overview, the user 
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can make a request for content to the provider and the provider's system will then verify 
the user's account is in good standing. Once verified, the system can then transmit a 
Liceiise File with the requested content. 

A License File or similar licensing parameter is the key to retaining 
control of the access to content after it has been downloaded. The License File contains 
numerous pieces of information regarding how the content can be consumed. Access 
restrictions can be based on the number of times the content can be accessed or a 
particular date after which the content is no longer assessable, or the type of device to 
which the content may be transferred. Additionally, in the subscription context, the 
License Files may contain the subscription Date Paid To ("DPT"), which is the date 
through which the user's subscription to the content provider can remain active. The 
License File may also include the Expiration Date ("ED"), which is the DPT date plus a 
preset Grace Period of time after the DPT. Once the ED is reached, access to the content 
will be restricted. The Grace Period is a certain number of days past the DPT to allow 
uninterrupted use of the content after the DPT, but prior to the user logging back on to 
renew his subscription. The Grace Period may be a fixed period of time in each instance 
but that amount may be altered by the subscription service for any access period. The 
License File may also include information about the specific computer the content was 
downloaded onto. 

The dynamic renewal method will renew the License Files on a user's 
computer to allow the associated content to be used without disruption as long as the 
user's account is in good standing. The DPT date may be set for different time periods to 
allow the user's account to remain in good standing through the next time period. For 
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example, where the DPT is set to be monthly, the user will be allowed access for an 
additional month going forward after the most recent renewal. Any type of content can 
be regulated, but an example of some types of content are audio music files or video 
movie files. The renewal licensing method can also regulate a number of other 
parameters. These parameters may include which files can be downloaded, this is 
determined fi-om the Licensing Server, and the License File may specify the particular 
computers the user can access the content on. 

The basic arrangement of the invention can include any niunber of servers 
or databases but one embodiment is described below. 



10 The user of the subscription service can be required to install a Client 

iQ application on his computer. The Client can be both a content player and an internet 

m 

^ browser or can interface with commercially available third party content players (e.g., 



Microsoft® Windows Media Player®) and intemet browsers (e.g., Microsoft® Internet 



m 

?« 

Explorer®). Also, certain databases and storage locations can be created on the user's 
15 computer to store the license files and registry information. These databases and storage 
locations can include a License Storage location. The License Storage location can store 
the actual License Files for each piece of content. The Local Database can store the 
Hcense information and keep track of the content downloaded and streamed by the user. 
A Registry can also keep track of the DPT parameter. The DPT may be stored in the 
20 Subscription Management Service ("SMS"). When a license is delivered, it contains the 
ED. The License File forces the content to expire upon reaching the ED. The DPT and 
ED may be generated by the SMS whenever a License File is needed, whereas the 
License File may understand only a single date, the ED for the file. The DPT in the 
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Registry is one place the Client can access the information to know when the user needs 
to renew his subscription. The Client can interface with the provider's Servers any 
nximber of ways, including over the Internet or an intranet. 

The content provider can utilize a SMS which can keep track of all of the 
5 user's information. The user's information includes his account status, billing 
information, the ED and the DPT. There can also be a License Server which can keep 
track of the content the user is allowed to access and download or stream given his 
payment plan, country of origin and type of content he is requesting. The License Server 

P 

Q and/or the SMS can keep a running total of the amount of content the user has 

U 

SJ 10 downloaded or streamed and compare it to the amount of content the user is allowed 
^ according to his payment plan. Another server a content provider can utilize is a Content 

w 

Server which contains all of the content available though the provider's service. This 
^ content can include audio, video, text or any combination of the above. The content 

P provider can also utilize a Web Server which contains the web and Internet information 

15 required for the provider to have a website. 

The Client can access each of the servers individually or can access the 
content provider's Web Server and the Web Server can interface with each of the 
individual servers to provide the needed functionality. Regardless of how the servers are 
interfaced and accessed, the information contained on the servers can be shared between 
20 the servers and the Client to allow for the proper licensing to be created and enforced. 

The invention allows a user to log on to a subscription service and 
download the content he or she requests and have that content available for a set period of 
time. Upon initiation of each download request, the SMS may verify the user's 
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identification and account status. If that verification is successfiil, the SMS can create a 
license to access the License Server and then sends the request accompanied by the 
license to the License Server. The License Server determines if the request can be 
granted and creates a License File for each and every separate piece of content the user 
requests. The content may be encrypted using any third party encryption techniques or 
digital rights management system (e.g., Microsoft® Windows Media Digital Rights 
Management®). License Files are then sent to the user's computer without notifying the 
user, and then the content is downloaded or streamed to the user. So, for example, if the 
user requests twelve (12) separate pieces of content (e.g., 12 different songs) there will be 
12 corresponding license files sent along with the 12 pieces of content. The License Files 
for streaming content may be handled in a different manner. One License File may be 
generated for the entire streaming session. Every piece of content streamed may be 
covered under a single License File for that session. Alternatively, there are numerous 
other methods for the licensing of downloaded content. One method can be to transmit 
one Master License File that licenses all the content fi-om a particular provider. Thus, the 
Master File would only be sent once and updated as new content was accessed. Another 
alternative method is to create and send license files for each session and then each time a 
user logs in to the system a new license file would be generated and transmitted with the 
content accessed in that session, and/or content previously downloaded in order to 
provide the user with uninterrupted access. 

Regardless of how many License Files are utilized, once downloaded, the 
License File can control access to the corresponding content. The user can access the 
content up to and through the DPT date until the ED date. Once the ED date is reached, 
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if the License File is not renewed with the new DPT and ED dates, access to the content 
can then be restricted. 

The License File may also control copying of the content on to computers 
other than the original computer used. The License File contains specific information 
about the computer it was downloaded onto and can allow access to the content only on 
that specific computer. Also, since the License File may be sent separate to the content 
and remain as a separate file, if the content is copied to another computer the license file 
may not be copied with it. If the License File is not present with the content on the same 
computer that may also prevent the content fi-om being accessed. The License Files may 
also be configured to only allow access on the computer for which the file was intended 
upon creation of that file. Alternatively, the License File can be updated to reflect 
additional computers and the additional computer's content and license files can be 
updated and copies of the content and new License Files can be sent to the additional 
computers. 

There are a number of activities that a user can perform that can trigger a 
License Renewal. Once a triggering activity is performed, the Client checks the Registry 
and determines if the License Files need to be renewed. If the licenses need to be 
renewed, the Client makes a request to the SMS the next time the user is logged in to the 
provider's service. If the DPT and ED dates have been changed fi'om the values stored in 
the Registry, (i.e., the user's subscription for that next period has been paid for) the SMS 
can generate a new license file request and send that request to the License Server. Either 
the SMS or the License Server may also check the content of the user's content library. 
The SMS can query the user's library directly and determine if any of the content cannot 
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be renewed (e.g., if the rights to access that content have expired). However, the License 
Server may restrict content indirectly, it may not know the DPT of the files previously 
delivered but the License Server checks the validity of any request for new content. The 
License Server will generate a new License File for every piece of content that can be 
5 renewed; if the content cannot be renewed, a new license will not be generated. The new 
License Files are then transferred to the user's computer. The new License Files can 
replace the old License Files and the content can then be available for access until the 
new ED. This process will repeat until the user stops subscribing, at which point the 

p license files will expire and access to the content will be denied until the subscription is 

O 

10 paid and the License Files renewed. Alternatively, the dates in the License Files can be 

SI 



m 



changed using other methods, for example, the date can be updated by just changing the 
date in the existing file and not replacing the old file. This eliminates the need to transmit 
an entirely new license file in order to change one piece of information within the file. 

There are a number of activities that will trigger the renewal process. 

5 

M 15 These activities include: the user logging in to his account during the grace period; after a 
particular grace period has expired; any time the user launches the Client while on or off 
the internet; and when the user attempts to download new content or access existing 
content. 

While the present invention is described by way of reference or example 
20 to the Internet, it should be understood that any other communication system may be used 
in place of the Internet. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

The foregoing and other features of the present invention will be more 
readily apparent from the following detailed description and drawings of illustrative 
embodiments of the invention in which: 

Figure 1 is a block diagram of the client-server system of an embodiment 
of the present invention; 

Figures 2A and 2B are flowcharts of the User Request and Content 
Download Process of the present invention; and 

Figures 3A and 3B are flowcharts of the License Renewal Process of the 
present invention. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 

Referring now to Figure 1, therein is shown the overall client-server system 100. 
The client-server system includes a content provider system 102 and the User computer 
112. 

The provider system 102 includes a Web Server 104, a Subscription 
Management Service (SMS) 106, License Server 108, and the Content Server 110. The 
Web Server 104 is a computer or processor controlled device that is in communication 
with the Internet, intranet or any other means of conununication. The Web Server 104 
runs software that allows users to access the server over the Intemet and contains the 
content provider web page. The Web Server 104 is also in communication with the SMS 
106 which maintains user account information. Both the Web Server 104 and the SMS 
106 are in communication with the License Server 108, which keeps track of the amount 
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and type of content a user is allowed to access and download. Lastly, Web Server 104, 
the SMS 106, and the License Server 108 are all in communication with the Content 
Server 110. The Content Server 110 contains all of the content the provider wishes to 
provide and a means to keep track of the content (e.g., a catalogue). The Web Server 
104, the SMS 106, the License Server 108, and the Content Server 110 can all be on the 
same computer or they can be on separate computers in the same general vicinity, or 
distinct servers in distant locations, or they can be located using any combination of the 
above. 

The User computer 1 12 is usually at a distance from the provider system 102 and 
they are in communication with each other through the Internet, Intranet or any other 
means of communication. Typically, the User computer 112 includes a Client 
Apphcation 114, Media Player 1 16, an Internet Browser 1 18, a License Storage location 
120, a Local Database 122 and a Registry 124. All of the above components are typically 
located on the User computer 112 and are in communication with each other. The Client 
114 on the User computer 112 communicates with the provider system 102 through the 
Web Server 104. The Client 1 14 links to both a Media Player 116 and a Intemet Browser 
118, The Media Player 116 is capable of reading and displaying the content being 
requested from the provider. The Intemet Browser 118 allows the User computer 1 12 to 
access the Intemet for one of the methods of establishing a communication link 126 with 
the Web Server 104. The License Storage 120 is a file or a directory on the User 
computer's 1 12. The License Storage 120 stores each of the individual License Files or 
the master license file that must accompany the content for the content to be downloaded. 
The Local Database 122 is also located on the User computer 1 12 and the Local Database 
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includes a list that keeps a running tally of what content the user possesses. Lastly, the 
Registry 124 keeps track of the DTP contained in the License Files. The Registry 124 
extracts the DPT from each license file to allow for quick access to that information. 

The User Request and Content Download Process is shown in Figxires 2A 
and 2B. Typically, the User is ah-eady in communication with and logged in to the 
provider system when the User makes a content request through the Client. The Client 
then transmits the request over the conmiunication link to the Web Server (step 200). 
The Web Server then receives the request and sends the request to the SMS (step 202). 
The SMS then verifies the user's account and checks the status of the account (step 204). 
If the account is in good standing the SMS will create a license and send the request and 
license to the License Server for fiirther processing (step 206). If the User's account is 
not in good standing, the User will be returned an error message and given a chance to 
remedy the deficiency in his accoimt (step 208). The License Server then determines if 
the User's request can be granted (step 210). If the User does not have the rights to 
access the content he requests he will be returned an error message and given an 
opportunity to correct his request (step 214). 

Figure 2B continues the process set out in Figure 2A. If the User has the 
rights to his requested content (checked in step 210), the License Server creates the 
License File that will accompany the content and then sends a message to the Web Server 
on the status of the request (step 212). The Web Server then transmits the status of the 
request and the License Files to the Client (step 216). The Chent then sends the license 
information and/or files to be stored on the User computer and the information is sent to 
three separate locations. First, the Local Database records the information on the new 
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content. Next, the License Store actually holds the individual License Files and the 
Registry records and keeps track of the DPT date (step 218). The Client then transmits 
the approved request to the Content Server for fulfillment (step 220). Finally, the 
Content Server fulfills the request and transmits the requested content to the User 
computer (step 222). That content will be available for access as long as the User's 
account is in good standing. Another embodiment can transmit the License Files to the 
Client at the same time as the content is downloaded. Thus, once a License File is 
created by the License Server, it can transmit the request to the Content Server and the 
Content Server can deliver the Content to the Web Server so both the License Files and 



l=A 10 Content can be downloaded simultaneously. The License Files and information can then 
^ be stored on the User computer in the same fashion as above. 



Figures 3A and 3B illustrate the License Renewal Process of the present 



b\ invention. First, the User performs an action that triggers the license renewal procedure 

ru 



(step 300). This can be the user logging in to his account during the grace period; or after 



O 

15 the operation of a particular subscription period any time the user launches the Client 
while on or off the internet; or when the user attempts to download new content or access 
existing content. Once the procedure is triggered, the Client then checks the Registry to 
see if the License Files need to be renewed (step 302). If the License Files do not need to 
be renewed, the Client will return the User to the main screen and continues to perform as 

20 it normally would (step 304). However, if the License Files do need to be renewed, the 
Client requests the SMS to update the License Files (step 306). The Subscription 
Management System then compares its current DPT and ED date for that particular user 
with those stored in the Registry (step 308). If the DPT and ED dates are the same, the 
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program defaults back to the Main Client Screen for a content request (step 322). If the 
Server Management System dates are later in time than the dates in the Registry, the 
Server Management System will generate a request to the Local Database for a list of all 
the content on the User computer and the Local Database is queried for a list of the 
current content on the User computer. The list of content is returned to the Server 
Management System (step 310). The Server Management System then compiles a 
license request with the content list it received from the Local Database and sends the 
request to the License Server (step 312). 

Figure 3B continues the process set out in Figure 3A. The License and 
Rights Server then verifies if renewals of the licenses can be acquired for each track (step 
314). If a track cannot be renewed, the Client will receive an error message and no 
License File will be created for that item of content (step 318). However, all of the tracks 
that can be renewed will have a License File generated by the License and Rights Server 
(step 316). The License File contains the DPT and the ED and may also include 
information about the specific computer the content was dovraloaded onto. The License 
Files are retumed to the Client and their information stored in the appropriate places on 
the User computer (step 320). Those locations can be the License Storage, Local 
Database and the Registry. 

The present invention is not to be limited in scope by the specific 
embodiments described herein. Indeed, various modifications of the invention in 
addition to those described herein will become apparent to those skilled in the art from 
the foregoing description and the accompanying figures. Such modifications are intended 
to fall within the scope of the appended claims. 
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